
10|  VOL 01 • ISSUE 01 • June 2014

NEWS

With KAREN LAWRENCE ÖQVIST, Information Security Advisor/
Consultant, CEO Dgtlb Information Security AB,  
and LARS BERGLÖF, Senior advisor Financial Information 
Infrastructures, CFO GXG- GlobalExchangeGroup,  
founder Swedish StandardImportExport-format.

SECURING XBRL - 
THE NEXT CHALLENGE 

ABSTRACT
XBRL is seen, by international financial institutions, 
as the future of electronic reporting processes for 
financial information. Most recently, in 2013 Europe’s 
new Basel III capital regulations, newly enacted as 
CRD IV, will introduce XBRL-based data reporting. 
CRD IV will mandate the collection of increasing 
amounts of banking capital and exposure data 
in European Union member states. Absolute 
transparency will be the result, evidence that the 
processing/transforming has been perfect. Yet 
XBRL does not provide legal assurance on digital 
interactions for participating parties! 

WHY SECURE XBRL?
The use of XBRL in financial reporting gives a level 
of protection to the integrity of information from 
accidental machine and human error, however 
it does not guarantee that the information 

originally captured and processed is identical 
to the information that is output and ready for 
consumption. This is because XBRL is a type of 
markup language, and markup languages are 
not secure. It does not protect against malicious 
intent to the integrity of information transported 
in XBRL format. It does not protect the submitter 
from the risk that financial statements submitted 
are not accidentally or intentionally altered during 
processing. This means that there is no guarantee 
that the information contained within the financial 
statements submitted on their creation is the same 
as the information consumed by end-parties. The 
reason for this is because the creator (person/actor/
individual) associated with the source data is not 
identified, neither is their role; in effect, the role in 
which the creator is held accountable for actions. 
For example, in the case of audited reports, the 
appointed authorised auditor needs to sign in her/
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his role. What this means ultimately is that 
there is no solid legal thread that ties the 
consumption of information with that of 
its original creator. 

In order to secure XBRL instances, each 
digital interaction must be sealed 
from information capture/ submission 
until final information consumption. 
Information integrity needs to be woven 
into the fabric of XBRL instances, and 
the seal should never be broken until 
it has reached the intended recipient. 
Digital interactions must fulfill necessary 
legal requirements and respect legal 
rights of interacting parties. It must allow 
participating actors to reaffirm their 
rights, obligations and responsibilities 
exactly as experienced in the physical 
world. In order to map the physical world to the 
digital world, a digital identification framework must 
be based on firm reference sources that permit 
cross-business legal interoperability. 

Secured XBRL should facilitate cost reductions 
through its ability to integrate with existing 
infra¬structures, enabling the reuse of resources, 
information and knowledge. Individual users/
actors should be able to set their private policies 
and manage their day-to-day digital interactions 
within a model protecting their rights as citizens, 
employees and consumers. Within this framework all 
agreements, contracts, or simple digital interactions 
should be registered in a secured audit trail.

Digital interactions are created by individuals/
actors within appointed roles. In order to weave 
security into XBRL, XBRL instances must to be 
intimately coupled to the individual and ultimately 
role of the initiated digital interaction. One could 
liken XBRL instances to an information vehicle, 
programmed to get from A to B quickly and 
without hindrance. In securing XBRL, you have 
handed over a sealed package to the vehicle. 
The seal is unique and is watermarked by your 
signature that encapsulates not only your identity 
but also your appointed role. This package can 
only be opened by the intended recipient and in 
his/her appointed role. 

REPLICATING THE REAL WORLD FOR DIGITAL 
INTERACTIONS
One of the biggest challenges in information 
security is the protection of an identity. This is 
because when digitised your identity is quite 
simply a record with attributes; in duplicate, 
triplicate and much more, copied over numerous 
disparate databases/directories scattered across 
the globe. Attributes can be comprised of your 
name, personal identifier, date of birth, and where 
you live. Any of these attributes could be easily 
falsified even though they are facts about you. 
Your digital identity is often used as authentication 
credentials to logon to applications and systems. 
Criminals, in order to gain unauthorised access to 
your account and associated resources, can steal 
your logon credentials. What is more, your digital 
identity can be stolen (identity fraud) and used by 
criminals to borrow money in your name, and in 
the worse case scenario, cause serious financial 
and reputational damage to your identity in the 
physical, non-digital world. 

This creates a serious disconnect to how your 
identity works in the physical world. In the digital 
world your identity weakens with exposure. In the 
physical world the inverse is the case. The more 
your identity is referenced, i.e. become known, 
the stronger your identity grows. For example the 
strongest identities would normally be that of the 
Prime Minister, President, King, Queen, famous 
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* A CERTIFICATE IS DEFINED IN THE ELECTRONIC SIGNATURE DIRECTIVE (1999/93/EC) AS ”AN ELECTRONIC ATTESTATION THAT 
LINKS A SIGNATURE-VERIFICATION DATA TO A PERSON AND CONFIRMS THE IDENTITY OF THAT PERSON.

** A QUALIFIED CERTIFICATE IS A CERTIFICATE THAT IN ADDITION FULFILS THE REQUIREMENTS SPECIFIED IN ANNEX I OF THE 
ELECTRONIC SIGNATURE DIRECTIVE (1999/93/EC) AND WHICH IS PROVIDED BY A CERTIFICATION –SERVICE PROVIDER WHO 
FULFILS THE REQUIREMENTS LAID DOWN IN ANNEX II.
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film stars/singers, etc. It would be very difficult or 
impossible to steal identities that are so strong. In 
fact from the moment each of us is born and we 
become referenced as an individual the stronger 
our identity becomes; starting with our parents, 
birth register, relations, friends, school, and every 
person or institution that asserts that we are who 
we say we are. 

Scalability is another interesting disconnect between 
how identities are in the physical world versus the 
online world. In the real world identities are created 
bottom-up, there is no need to make a ‘place’ for 
the identity to exist. The inverse is true for a digital 
identity; it needs to be assigned to a database or 
directory, and then a second, third, more directories 
in order to exist. If the identity moves, another entry in 
another directory needs to be created. The home or 
multiple homes of each digital identity needs to be 
architected top-down, and as such it is not scalable 
to six billion individuals worldwide. It is not scalable, it 
is not agile, nor is it controlled or secured!

It seems that our digital identity is not an identity at 
all! It is purely some credentials 
that are used to verify specific 
digital interactions. Your 
ID card, if you have one, is 
not your digital identity as 
it can be stolen and used 
fraudulently. It is purely a card 
containing attributes including 
an ID that has been assigned 
to you. In order to replicate 
legal interactions from the 
physical world into the digital 
world, they need to be 
intimately linked to an identity 
that grows stronger not weaker 
when in the public domain. If 
the identity is weak, the digital interaction is weak. It is 
only by doing this that we can enforce legality in the 
digital world as is done in the physical world. 

BRINGING LEGAL ASSURANCE INTO DIGITAL 
INTERACTIONS
In the physical world an identity grows in strength as 
it becomes increasingly referenced, i.e. known. If 
this aspect of security is ignored, then irrelevant 
of how much care is input into processes that 
need to be digitised, legal assurance cannot be 
guaranteed between participating parties. The 
information can be encrypted to protect from 
eavesdropping and threats to integrity during 
transmission, but nothing more. The protection to 
confidentiality and integrity of information being 
transmitted does not embrace the participating 
participants. There are several security aspects here 
that are key: 

1. Identity – knowing who is who through the use 
of references

2. Roles – acting with a single identity in many roles

3. Accountability, Responsibility and Traceability 
(ART) – securing integrity and traceability for all 
parties

IDENTITY
For this to work within 
the parameters already 
discussed in this paper, the 
digital identities are owned 
and controlled only by 
the individual users. All the 
identities of individuals and 
organisations are validated 
through references provided 
by their respective networks 
and relations. A reference 
could be likened to a legal 
certificate* but with extended 
functionality both legally, 

and can also be provided as the equivalent of 
qualified certificates**. This makes a digital identity 
stronger with the increasing number of references 
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pointing to it. This also makes an identity model 
that is scalable to six, nine, or more billion identities 
globally.

ROLES
Each individual has a single identity although many 
roles. These roles enable the identity to carry out 
responsibilities related to each role. For example, 
one individual can act as a private person, a CEO 
of ‘Company A’ and a Chairman of an association 
or a club. 

ACCOUNTABILITY, RESPONSIBILITY AND 
TRACEABILITY (ART)
In order to weave legal assurance into digital 
interactions, accountability, responsibility and 
traceability needs to be a part of the DNA of XBRL. 
The security services must be agile, portable and 
lightweight. Done smartly through a combination 
of time stamps, encryption and signatures, the 

digital interaction is secured and traceable to 
interacting parties. All actions triggered by parties 
in a digital transaction are individually time-
stamped and shown in a joint record. What this 
means is that each party receives a record of the 
digital interaction. 

INTEGRITY AND TRANSPARENCY
XBRL is a vehicle that enables both traceability 
and transparency; however the integrity of the 
XBRL thread from creation of the XBRL instance 
until final consumption cannot be protected. The 
graphic below shows how by securing XBRL that 
the information created by thousands or millions 
of identities acting in appointed roles could 
impact not only investment lending regulations 
but also economic policymaking. By securing 
XBRL we can now achieve a solid legal thread; 
that ties the consumption of information with that 
of its original creator.

Figure 1: Reporting Processes for Transparent and Trusted Financial Information

CONCLUSION
By securing XBRL we can achieve a solid legal 
thread; that ties the consumption of information with 
that of its original creator. 

In order to secure XBRL instances, each digital 
interaction must be sealed from information 
capture/ submission until final information 
consumption. Information integrity needs to be 
woven into the fabric of XBRL instances. Digital 
interactions/processes must fulfill necessary legal 
requirements and respect legal rights of interacting 
parties. It must allow participating parties to reaffirm 

their rights, obligations and responsibilities 
exactly as experienced in the physical world. 

FINAL THOUGHTS
We would encourage the different stakeholders 
in the XBRL-community to raise the issue of 
secure XBRL to become active in the standard 
setting process and accept the major challenge 
to accomplish a fully developed, transparent 
and traceable financial information supply 
chain.

Find out more at:  http://www.lequinox.se/xbrl    
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